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Abstract Cyber-physical systems (CPSs) are closely related to other multiple systems,
environments, or users. In some cases, they operate in multiple configuration environments where
multiple instances interact during execution time to achieve certain objectives. In such cases, various
development artifacts and hazard analysis results that change as the system configuration changes and
the test cases due to changes in the connection relationship should be significantly analyzed. To study
how to conduct integrated tests for multi-structured CPS with multiple instances, it is necessary to
establish a test environment similar to the actual environment. Especially, since CPSs integrate the
cyber and physical world, it is necessary to include problems in the physical environments. This paper
introduces a test environment that consists of two types of systems and multiple instances of each
system. A developed test environment can be utilized for tasks such as generating and verifying
integrated test cases.
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o] =R 20228 % Axdigae] drdud ALl ogte] AFHUS =S 20233 3¢ 31¢
(Received 31 March 2023)
tosgse A AR E oy EETE 20259 128 119
hyoonal202@naver.com (Revised 11 December 2023)
R EEREEEE LT EEER e 20ad 28 69
J57j0728 @gmail .com (Accepted 6 February 2024)
g g 9 Asgta 7A5FE e 25 (Konkuk Univ.) Copyright©2024 =3 27}t : 7)1 HA ol W F2Ql Zf-, o AXE
jbyoo@konkuk.ac.kr o AA T Gyl tig BAME S oA " AREe] A2 FrigTh o] w,
(Corresponding author}) AP AR A FHe R AbgE = glom A HlojAd] B £ FAE e

GAlalok et o) glg) BAow HA| T, 2%, A% 5 BE H3 18]
2 s 5ol taels AVlel H2hE A3 HlgS ARelo Gt
R8s =84 A517 A53(2024. 5)

e



THIEYA T TP AAS @A MAE Adska
st 53}'3}& Mde] Axdlo® AFA} wF, 9
okl Al AREE T QUTH 2l THEEE

.0 % ] Alz®El FH 3 = ALgxle)
LAE AR #AE 2 B2, H-9ol ‘1}'“4'*11_
EAe @A) s e A" JsAg =
gl FASIAUL], APAIZE Bt & 7]"2}531/‘1#
Heo] oz HE] QI2Elx I A2 YHYs|= FrH4l.
A8l ZH 22 3 AlzEle] oy QIzE Tho| Y
olJel= Al2Hlo] Tk AA, 9 WA FTo2 s 74
Alzdlo] WM3lE 4 qlo] 7] EFAA (uncertainty)
o] Yeht=Hl, ol& Al2dle] HA AAHA BT o4
sk Aol o= gl AnH56]

Ak e BEA4E JHAE JMEEEASEY H2H
Aol ME A" 22 Fi9
do] g Qxfls HE QEHAE
gdert °“3]'[45] A28l o] &[7]ol] wEH
Ftor yHE F glom=g
System of Systems (SOS)Q’]' Zo] oY AxHo=z F
AEE AzEe] Hag 2E 9y 24 53How
=L HEd HaUt ok JPEEEA = B9 F
wWo] A|2E @ 7h A|sEle] WE] < xEso AsAg
TJr 2e EAS a1t SRR H2HA A B

A& F3aof stk

71Eol AFE TR Lé_E_HﬂE%O] EABARHS,
8-13], o8 A= o Az=® 9 7t AJEES] thedt
A BAE e AL b ‘ﬂi’%*ﬁ’: ’Fgolt, met
A, dE ?Ji?ji—aé e os 729 JPFEYA2E

_&

r
j
O

[ HE

offt
[» o
3
%)
L
i}

st 22 EYH B =3 L’ﬁ?‘iﬁ"lﬁ stk 7
ETAIz="le] B0 met olzfd EAlol disiA: X
ke "art ok

B =RdAe H2E 338 73] 8l 7Pl F
AlzEllah ZF Al2aEle] ofy] QIxEAE TR H=E $
Zgo uisl avfstct st BlAE 3 QEALA JIE
o1l Arduino [14]¢} oJ2] BE, 7} BREE Ao +
AES E AEEZE SW, za; Zr NzEel "R
AEE ERIT F Jdv TUEE SWE E3tE FUHE,
Y HZE Ao|2] Ao &8 F JEE 4 A=
o] A BA15]e ¢58] 4 AES T T U=
& 3tk ol& B3l Bl2E A g oY T/ #
A 2dS Rlsty 2 4 don, T H2E Aol

2 A4, B 9Y BN 59 AT 018 + Atk

73 A 415

AL T 2k 2%olAME B =RelA
A b= EﬂiE gl gk 874 overview, 18]
2E % -4 TRl sl AT 3FeAE H2~
g oA A AEE] A £ 2o} H
< ol8% F 7HA AFH B H2E Aolx
A4, :lili T3 28 et disl Avfgith 47glAE
HZ2EHE 9 HZE 374 #3 #d ATE sk,
upREte 2 5 A8 9 FE A7E AWt

mlru
&

2. HAE &4 75

o] Aoxe NI H2E A Uig overview
2 e 7AGY HZE 3739 A, 181 HAE 34
o tig A £4& A&dch

2.1 HAE #& Overview

Monitoring Software

wlqr'rnmkms«verw > m

e N\fg/

M

° SWAYA o

a9 1 H2E 4 Q9 3|

Fig. 1 Overview of the test environment
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Table 1 Components of the systems

Communication component

MQTT broker server x 1

Monitoring SW server x 1

Monitoring SW system x 1

Wireless router x 1
Transportation Information System

Arduino D1 x 1

LCD module x 1

Flame Sensor x 1

DHT Sensor x 1

Dust Sensor x 1

Traffic Control System - Central Control Subsystem
Arduino D1 x 1

RF module x 1

Traffic Control System - Traffic Light Subsystem
Arduino D1 x 1

Arduino Uno X 2

RF module x 1

3 color LED x 4 (or x 3)
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Table 2 SW-level functional requirements of each system

Transportation Information System

TIS-REQ-1 Connect to WiFi network
TIS-REQ-2 Connect to monitoring server
TIS-REQ-3 Connect to MQTT server
TIS-REQ-4 Receive data from MQTT server
TIS-REQ-5 Transmit data to MQTT server
TIS-REQ-6 Transmit data to monitoring server
TIS-REQ-7 Collect sensor data

TIS-REQ-8 Process collected sensor data
TIS-REQ-9 Decide traffic congestion level
TIS-REQ-10 Determine detour path
TIS-REQ-11 Print weather data through LCD
TIS-REQ-12 Print emergency data or congestion data

through LCD

Traffic Control System - Central Control Subsystem

TCS-C-REQ-1 | Connect to WiFi network

TCS-C-REQ-2 | Connect to MQTT server

TCS-C-REQ-3 | Receive external data from MQTT server

Receive manual control from operator

TCS-C-REQ-4 through serial

Connect to Traffic Light Subsystems

TCS-C-REQ-5 through RF

TCS-C-REQ-6 | Transmit control data through RF

TCS-C-REQ-7

Process external data or manual control

TCS-C-REQ-8| Control Traffic Light Subsystem manually

Traffic Control System - Traffic Light Subsystem

TCS-T-REQ-1|Connect to WiFi network

TCS-T-REQ-2| Connect to monitoring server through WiFi

Transmit current signal data to

TCS-T-REQ-3 .
monitoring server

Connect to Central Control Subsystem

TCS-T-REQ-4 through RF

TCS-T-REQ-5| Receive control data through RF

TCS-T-REQ-6 | Check current signal status periodically

TCS-T-REQ-7| Control signal (Normal mode)

TCS-T-REQ-8| Control signal (Manual mode)
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Algorithm 1. Algorithm for controller SW of Transpor—
tation Information System

Input: vehicle data V, Dust/Flame/DHT sensor data

Sp,Sk,SpuT

Output: road condition R, monitoring data M, text data
Trep

1: Connect to WiFi network

2: Connect to MQTT server & monitoring server

3: while True do

4:  Collect Sp, Sg, Spur, V, and T

5:  for every 1 second

6: for each Sp, Sk, Spur, and V

7: Analyze Sp, Sr, Spur, and V

8: Check value of emergency E

9: end for

10: if E == True then

11: Analyze detour path D

12: R = emergency data

13: M = “Restriction”

14: else

15: Analyze weather data W with Sp, Sg, Spur

16: Change Ticp into W

17: R = normal data

18: M = “Normal”

19: end if

20: Send R to MQTT server

21: Send M to monitoring server

22: end for

23: if E == True then
24: for every 10 seconds

25: if flag F == True then

26: Change Ticp into emergency data
27: F = False

28: else

29: Change Ticp into D

30: F = True

31: end if

32: end for

33: end if

34: end while

SREE 2. TYBAANBALHAHNEEYLZEY oY
a1gE
Algorithm 2. Algorithm for controller SW of Central
Control Subsystem
Input: road condition R, operator input I
Output: Signal control msg C,, Cg, Cc, Cp, Cg
Connect to WiFi network & RF
Connect to MQTT server
while True do
if I = “” then
Generate C,, Cp, Cc, Cp, Cg according to I
else if R = *” then
Parse R and generate C,, Cg, Cc, Cp, Cg
end if
for every 1 sec
10: if Ca, Cg, Cc, Cp, Cgl= ” then

B A T

11: Send Ca, Cg, Cc, Cp, Cg through RF
12: end if
13: end for

14: end while

AT 5H LA E | HEE ) AT E g o] i

Algorithm 3. Algorithm for controller SW of Traffic
Light Subsystem
Input: Control msg C, Current signal status Sg
Output: Signal control Sc¢
1: Connect to WiFi network & RF
2: Connect to monitoring server
3: while True do
4. if C = “” then

5: Generate Sc to control each Traffic light
according to C

6: else

7. Generate Sc to control each Traffic light
according to a basic rule

8: end if

9:  for every 1 sec

10: Request Sg through SoftwareSerial communication

11: Send Sg to monitoring server

12:  end for

13: end while
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Fig. 7 An operating screen of the monitoring system in

fire situations at three-way intersection no.2
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Fig. 8 An operating screen of the monitoring system

when an accident occurred in section E
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Table 3 Examples of test cases under fire conditions

Transportation Information System

Fire data is inputted into the system. Then the system has to transmit information on which section or

TIS-1 intersection has to be restricted to the monitoring server within 1 second.

Fire data is inputted into the system. Then the system transmits information on which section or
TIS-2 intersection has to be restricted to the MQTT server within 1 second.

Fire data is inputted into the system. Then the system prints out information on which section or
TIS-3 intersection has to be restricted on LCD.
TIS-4 Fire data is inputted into the system. Then the system decides a detour path within 1 second.
TIS5 Fire data is inputted into the system. Then the LCD prints out restriction information and detour path

information alternately every 10 seconds.

Central Control Subsystem

Restriction information about a certain section or intersection restriction from the MQTT server is inputted.

C-1 Then the system specifies the traffic light subsystem at the corresponding location.
Corresponding traffic light subsystem is specified. Then the system generates control commands based on
C-2 the inputted restriction information.
Restriction information is being provided. Then the system transmits generated control commands to the
Cc-3 corresponding traffic light subsystem over RF communication until restriction information is no longer
provided.
o4 No restriction information is provided. Then the system follows basic operation rules to control traffic light

subsystems.

Traffic Light Subsystem

T-1 Central control subsystem provides manual control commands. Then the system operates accordingly.
Manual control commands are being provided by the central control subsystem. Then the system requests

T-2 and receives current signal information from the traffic light board every second and transmits to the
MQTT server.
Manual control commands are being provided by the central control subsystem. Then the system requests

T-3 and receives current signal information from the traffic light board every second and transmit to the
monitoring server.

Operator
0-1 Operation information between the TIS and the TCS does not match on the monitoring system. Then the

operator controls the TCS in person.
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